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1.00u1ue noJioKeHns
1.1. Tlons3zoBatens MCIIIH (mamee — Ilomp3oBaTenb) OCyIIECTBISAECT 00pabOTKY

MEPCOHATBHBIX JAaHHBIX B HHPOPMALIMOHHON CHCTEME MEePCOHATBHBIX JaHHBIX.

1.2. [Tonb3oBaTenem siBisieTcst cotpyanuk 1OV, yuacTByromuii B paMKax CBOUX
(GYHKIIMOHAIBHBIX O0S3aHHOCTEH B TMpolleccax aBTOMATU3MPOBAHHOW 0OpabOTKH
uHOpPMAIIMK ¥ UMEIONMIMKA JIOCTYNl K amnmapaTHBIM CpEeACTBaM, MPOrPaMMHOMY
00eCIeYeHHI0, TaHHBIM U CPEJICTBAM 3aIlUTHI.

1.3. [lonb30BaTenb HECET MEPCOHANTBHYIO OTBETCTBEHHOCTD 32 CBOU JICHCTBUSI.

1.4. Tlonb30BaTenb B CBOEH paboOTe PyKOBOACTBYETCS HACTOAIICH HHCTPYKIUEH,
[Tomutukoit wmHpoOpMarmoHHOW Oe3omacHocT B JIOY, pykoBoAsSmMMH W
HOpMaTuBHBIMU  JokyMeHTamu @DPCTOK Poccun u  periiaMeHTUPYIOUIUMU
JOKYMEHTaMH.

1.5. Meroauyeckoe pYyKOBOJACTBO pabOTON TMOJIb30BATEN OCYIIECTBISAETCA

OTBETCTBEHHBIM 3a 00ECIICUECHUE 3alIUTHI IICPCOHAJIBHBIX JTaHHBIX.

2.J10JIKHOCTHBIE 00SI3AHHOCTH
[Tonp3oBaTenb 00s13aH:
2.1.3HaTh W BBINOJHATH TpeOOBaHMS JACUCTBYIOIIMX HOPMATHUBHBIX H
PYKOBOJASAIIUX JTOKYMEHTOB, a TakXe BHYTPEHHUX HHCTPYKIMH, PYKOBOJCTBA IO
3amTe UH(GOPMALUK U PACHOPSDKEHUHN, PETIaMEHTUPYIOUINX MOPAIOK ACHCTBUNA IO
3anuTe HHGOpPMAIIUH.
2.2. BeImonHAT, Ha aBTOMAaTH3UPOBAaHHOM paboueM Mecte (APM) Tonpko Te

MpOLEAYPbI, KOTOPBIEC OINpPEACCHbl 11 HEro B 1107M0KEHUU 0 pasrpaHUYeHUU IpaB

JIOCTYIA K 00padaThEIBAEMBIM ITEPCOHAIBHBIM JTaAHHBIM.

2.3.3HaTh U coONIOJaTh YCTAaHOBJICHHbIE TPEOOBaHUS IO PEXUMY 0OpabOTKHU
MEPCOHAJBHBIX JAHHBIX, YY€Ty, XpaHEHUIO M IEpechlIKe HOocuTenel uHpopManuu
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obecrieyennto Oe3omacHoctu [I/lH, a Takxke pPYyKOBOAAIIMX M OpPraHU3AIMOHHO-
pactopsIUTENbHBIX TOKYMEHTOB.

2.4. CobmroaTh TpeOOBaHUSI MAPOJILHOM OIUTUKH (pa3aen 3).

2.5. CobOnromaTh mpaBwia Tpu paboTe B ceTIX OOMIero AocTyna W (Win)
MEXIyHapoIHOro oOMeHa — MHTepHeT u Apyrux (pasaen 4).

2.6. DKpaH MOHHTOpa B MOMEIICHUH pAacIoiaratb BO BpeMsi pabOThI TakK, YTOOBI
MCKITI0YaIach BO3MOXXHOCTh HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHHSI C OTOOpaxkaeMoit
Ha HUX WH(OpMAIFEH TOCTOPOHHUMU JIMIIAMH.

2.7.000 BceX BBISIBICHHBIX HApPYIICHUSIX, CBSI3aHHBIX C HWHPOPMAIMOHHOM
6e3omacHocteio B JIOY, a Tak ke A1 MOMyYeHHH KOHCYIbTallMid MO BOMpOCaM
MH(POPMAIIMOHHOM 0€30MaCHOCTH, HEOOX0IMMO 00PATUTHCS PYKOBOIUTEINIO.

2.8. Tlomp3oBaTensaM 3armpeniaeTes:

- Pasrnamatse 3anuiiaeMyro HHQOPMAIIUIO TPETHUM JIMIAM.

- KonupoBate 3amumaemyro uHGOpMAIMIi0 Ha BHENIHWE HOCUTENH 0Oe3
pa3pelIeHnst CBOEro pyKOBOAUTEIS.

- CaMOCTOSITENIPHO ~ yCTaHABIMBAaTh, TUPAXKUPOBATh, WIH MOIU(DULKIPOBATH
OporpaMMHOE OOecledeHre U anmapaTHoe oOecledeHUe, U3MEHATh yCTaHOBJICHHBIN
aNropuT™ (QYHKIIMOHUPOBAHUS TEXHUUYECKUX U IPOrPaMMHBIX CPEJCTB.

- HecaHKIIMOHMPOBAHHO OTKPBIBaTh OOLIUI JOCTYN K MalkaMm Ha CBOeil paboueit
CTaHIIUH.

- 3ampenieHo  MOAKIIOYATH K  pabodeld  CTaHUMM W KOPHOPaTUBHOU
MH(OPMAIIMOHHOM CETH JIMYHbIE BHEITHUE HOCUTEIN U MOOUJIbHBIE YCTPONCTBA.

- Otkiroyath (OJIOKMPOBATH) CPENICTBA 3ALUTHI HHPOPMALUU.

- O6pabatsiBath Ha APM wuH(OpManuio U BBINOJHATH JpYrue paboOThI, HE
MIPEAYCMOTPEHHBIE NIEPEYHEM ITpaB noJib3oBarens 1o gocrymny Kk UCII/IH.

- CooOmaTh (MM nepeaaBaTh) MOCTOPOHHUM JIMIIAM JIMYHbBIE KIIOYH U aTpUOYTHI
nocryna k pecypcam UCII/IH.

- [IpuBriekaTh MOCTOPOHHMX JIMI[ JJIsl MPOU3BOJACTBA PEMOHTA WM HACTPOUKHU
APM, Ge3 coryiacoBaHus C OTBETCTBEHHBIM 3a O0ECIEUECHHE 3aIUTHI MEPCOHATBHBIX

JTAHHBIX.



2.9. [Ipu OTCYTCTBHHM BH3yaJbHOTO KOHTPOJS 3a pabodeil cTaHuuen: JOCTyn K
KOMIIBIOTEPY IOJKCH OBITh HEMEMIEHHO 3a0a0KupoBaH. i 3TOro HEoOXOAUMO
Ha)kaTh OJHOBpPEMEHHO KoMOuHanuio kiasum <Ctrl>,<Alt>,<Del> u BeiOpaTh ommuio
<biokupoBka>.

2.10. IlppuaumaTh Mepbl IO pEardpoBaHHIO, B CIydae  BO3HHUKHOBEHUS

BHEHITATHBIX CHUTYAllU WM aBapUMMHBIX CHUTYAllUM, C IE€JIbI0 JHUKBUIAUU UX

MOCJICJICTBUH, B paMKaX BO3JIO)KCHHBIX, B IPEJIeNiax BO3JI0KEHHBIX HA HETO (YHKITUH.

3.0pranusanus NapoJbHOM 3alUTHI

3.1. ITaponmu moctyna k snementam WMCII[IH wMerocs TOJNBKO Y OTBETCTBEHHOT'O
Juua.

3.2. Cmena napodeii B UCIIJIH mpoBoauTCs HE peXke OJHOTO pasa B 3 Mecsila.

3.3. IIpaBuna dhopMupoOBaHUS TTAPOJIS:

- [laposib HE MOXKET coJiepkKaTh UMsI YUETHOW 3aIlKCH MOJIH30BATENS WU KaKYIO-
100 €ro 4acTh.

- [Taponb 10J17K€H COCTOATh HE MEHEE YEM U3 8§ CUMBOJIOB.

- B maposne 10KHBI INPUCYTCTBOBAaTh CHMBOJIBI TPEX KaTeropuil U3 4yucia
CJIEIYIOIINX YETBIPEX:

a) mporrcHbIe OYKBBI aHTIIUHCKOTO andaButa oT A 110 Z;

0) cTpouHble OYKBBI aHTIIHMIICKOTO ayipaBuTa OT A 110 Z;

B) AecsatuuHbie EdpbI (0T 0 10 9);

I) CAHMBOJIBI, He TpuHamnIexamme andaButHO-IUGpPOBOMY  HaOOPY
(Hampumep: !, $, #, %).

- 3ampelaeTcsl UCIoIb30BaTh B KAYECTBE NApoJisl UM BXOJA B CHUCTEMY, IPOCTHIE
naponu tuna «123», «111», «qwerty» U uM nogoOHbIe, a TaK K€ MMEHa U AAThl
POXKJIEHHSI CBOEH JINUHOCTU U CBOUX POJACTBEHHUKOB, KIIMYKH JIOMAIHUX KUBOTHBIX,
HOMepa aBTOMOOWIIEH, Tene(OHOB M JApPYyrue Maposid, KOTOpPbIE MOXHO YrajiaTh,
OCHOBBIBasICh Ha MH(OPMAIIMH O MOJIb30BaTEIIE.

- 3anpenaercs UCIOJIb30BaTh B KAYECTBE MAPOJIS OJAUH U TOT 7K€ OBTOPSIIOIIUKCS

CHUMBOJ 100 IMOBTOPAIOITYIOCA KOM6I/IHaI_II/IIO nu3 HECKOJIbBKHUX CHUMBOJIOB;



- 3ampemnraeTcsi HMCIOJIB30BaTh B KAdeCTBE IMapoyisi KOMOWHAIIMIO CHMBOJIOB,
HaOMpaeMbIX B 3aKOHOMEPHOM TTOPsAKE Ha Ki1aBuaType (Harnpumep, 1234567 u 1.11.);

- 3anpemaeTcs BRIOUPATH IMApOIIH, KOTOPBIE Y)KE UCITOh30BAIIMCH PAaHEE.

3.4. TlpaBuna BBOJA MapOJIs:

- BBoa mapos m0mKeH OCYIECTBISATHCS ¢ YIETOM PETHCTPaA, B KOTOPOM IapOJih
ObLT 3a/1aH.

- Bo Bpems BBoma maposieli HEOOXOAMMO HCKIIOYUThL BO3MOXKHOCTH €TO0
MOACMATPUBAaHMUS  TIOCTOPOHHUMH  JIMIIAMH  WJIM  TEXHUYECKUMH  CPEACTBAMH
(BUIEOKaAMEPHI U JIP.).

3.5. IIpaBuna xpaneHue naposs:

- 3ampeniaeTcs 3anuchIBaTh Mapoiu Ha Oymare, B ¢aiiie, 2JIeKTPOHHOW 3amuCcHON
KHIDKKE U JPYTHX HOCUTEINSAX HH(POPMAIIMH, B TOM YHCJIE HA MTPEAMETAX.

- 3ampeniaercss  cooOmaTh APYTMM  TIOJB30BAaTeIsIM  JUYHBIA  MapoJib |
PETUCTPHUPOBATH UX B CHCTEME IO/ CBOMM TapPOJICM.

3.6. JIuna, ucrmonp3yronme mapoiMpoBaHue, 00sS3aHbL:

- YeTKO 3HaTh M CTPOTO BBIMOJHATH TPeOOBaHWS HACTOSIIEH HHCTPYKIUU |

JAPYTUX PYKOBOJSIIMX JOKYMEHTOB 10 HapOJIMPOBAHUIO.

4. IIpaBusia padoThl B ceTAX 001IEro JOCTYNA U (MJIM) MEKAYHAPOIHOTO
o0MeHa

4.1. Pabota B ceTsix 00miero moctyna u (MiaM) MEXIyHapoJIHOro oOMeHa (ceTu
Nurepuer u npyrux) (manee — Cetp) Ha snmeMmentax WCIIH, momkHA MPOBOIUTHCS
IIpU CIyKeO0HOM HEOOXOTMMOCTH.

4.2. I1lpu padote B Cetu 3anpeniaeTcs:

- OcymiecTBasATh pabOTy MPH OTKIIOUEHHBIX CPEACTBAX 3alUTHl (AHTUBUPYC U
JPYTHX).

- [lepenaBate mo CeTtu 3amuiraeMyro uHGopmaImoo 6e3 UCIOoIb30BaHUS CPECTB

3allMThl KAHAJIOB CBSI3U.

- 3amnpeniaercsa ckaunBath U3 CeTu nporpaMMHoe oOecrieyeHue U Ipyrue Qaibl.

- 3anpeniaeTcsi MOCEIICHWE CAUTOB COMHUTENBbHOM pemyTanuu (IOpHO-CaNThI,
CalThl cozeprKalline HeleraabHo pacnpoctpansemoe 110 u npyrue).

- 3anpemaeTc>1 HCICJIICBOC NCITIOJIB30BAHUC ITOAKIIOYCHNA K CCTH.

5



	РУКОВОДСТВО
	пользователя по обеспечению    безопасности ИСПДн
	1. Общие положения
	2. Должностные обязанности
	3. Организация парольной защиты
	4. Правила работы в сетях общего доступа и (или) международного


